
 



  

  

  

  

  

  

  

 

 

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  



  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  



  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

 



1 INTRODUCTION 

1.1 Overview 



1.2 Document Name and Identification 

1.2.1 Revisions 

1.2.2 Previous versions of the CPS grouped in this document 



1.3 PKI Participants 

1.3.1.1 Certification authorities 

- 

- 

- 

- 

- 

- 

1.3.2 Registration authorities 

- 

- 

- 

- 

- 

- 



1.3.3 Certificate Manager or Subject 

- 

- 

1.3.3.1 Certificate Manager for a CA 

1.3.3.2 Certificate Manager for an application service or a web server 



1.3.3.3 Subject of a natural person certificate 

1.3.4 Relying Parties 

1.3.4.1 CA Certificate 

1.3.4.2 Legal Person Certificate 

- 

- 

- 

- 

- 



1.3.4.3 Natural Person Certificate 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

1.3.5 Other Participants 

1.3.5.1 Delegated Registration Authority 

- 

- 

- 



1.3.5.2 Certification Agent 

- 

- 

1.3.5.3 National Competent Authority 



1.4 Certificate Usage 

1.4.1 Appropriate Certificate Uses 

1.4.1.1 CA Certificate 

1.4.1.2 Legal Person Certificate 



1.4.1.3 Natural Person Certificate 

- 

- 

1.4.2 Forbidden usage domains 

1.5 Policy Administration 

1.5.1 Organization Administering the Document 

1.5.2 Contact Person 

https://www.certigna.com/
mailto:contact@certigna.fr
https://www.certigna.com/contact


1.5.3 Person Determining CPS Suitability for the Policy 

1.5.4 CPS approval procedures 

1.6 Définitions et acronymes 

1.6.1 Definitions 





- 

- 

- 

- 



  



1.6.2 Acronyms 



2 RESPONSIBILITIES REGARDING THE PROVISION OF 

INFORMATION HAVING TO BE PUBLISHED 

2.1 Repositories 

2.1.1 Entity in charge of providing information 

2.1.2 Information to be Published 

- 

- 

- 

- 

- 

- 

2.2 Publication of Information 

2.2.1 Publication of CP, Terms and conditions, and forms 

2.2.2 Publication of CPS 

2.2.3 Publication of CA Certificate 

https://www.certigna.com/
http://www.dhimyotis.com/
https://www.certigna.com/autorite-crl


- 

- 

- 

- 

2.2.4 Publication of Test Certificates 

 

http://autorite.certigna.fr/certignarootca.der
http://autorite.certigna.fr/entityca_rootca.der
http://autorite.certigna.fr/entitycsca_rootca.der
http://autorite.certigna.fr/2ddoc.der
http://autorite.certigna.fr/servicesca_rootca.der
http://autorite.certigna.fr/wildca_rootca.der
http://autorite.certigna.fr/identca_rootca.der
http://autorite.certigna.fr/identityplusca_rootca.der
https://valid.servicesca.certigna.com/
https://expired.servicesca.certigna.com/
https://revoked.servicesca.certigna.com/
https://expired.ev-servicesca.certigna.com/


2.2.5 Publication of CRL 

2.3 Time or Frequency of Publication 

2.3.1 Publication of documentation 



2.3.2 Publication of CA certificates 

2.3.3 Publication of ARL 

2.3.4 Publication of CRL 

2.4 Access Controls on Repositories 

2.5 Report a Malicious or Dangerous Certificate 

https://www.certigna.com/contact.xhtml


3 IDENTIFICATION AND AUTHENTICATION 

3.1 Naming 

3.1.1 Types of names 

3.1.2 Need for Names to Be Meaningful 

3.1.3 Anonymity or pseudonymity 

3.1.4 Rules for Interpreting Various Name Forms 

3.1.5 Uniqueness of Names 

3.1.5.1 CA Certificate 

3.1.5.2 Legal Person Certificate 



- 

- 

- 

- 

- 

- 

- 

- 

3.1.5.3  Natural Person Certificate 

- 

- 

- 

- 



3.1.6 Recognition, Authentication, and Role of Trademarks 

3.2 Initial identity validation 



3.2.1 Method to Prove Possession of Private Key 



3.2.2 Authentication of Organization Identity 

3.2.2.1 Identity 

3.2.2.1.1 Verification of entity’s legal and operational existence and identity 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 



- 

- 

- 

3.2.2.1.2 Verification of entity’s operational existence 

- 

- 

3.2.2.1.3 Verification of entity’s operational existence 

3.2.2.1.4 Verification of entity’s communication means 

3.2.2.1.5 Verification of PSD2 Authorization Number 



- 

- 

3.2.2.2 DBA/Tradename 

- 

- 

- 

- 

- 

3.2.2.3 Verification of Country 

- 

- 

- 

- 

3.2.2.4 Validation of Domain Authorization or Control 

3.2.2.4.1 Validating the Applicant as a Domain Contact 

3.2.2.4.2 Email to Domain Contact 



3.2.2.4.3 Phone Contact with Domain Contact 

3.2.2.4.4 Constructed Email to Domain Contact 

3.2.2.4.5 Domain Authorization Document 

3.2.2.4.6 Agreed-Upon Change to Website 



3.2.2.4.7 DNS Change 

3.2.2.4.8 IP Address 

3.2.2.4.9 Test Certificate 

3.2.2.4.10 TLS Using a Random Number 

3.2.2.4.11 Any Other Method 

3.2.2.4.12 Validating Applicant as a Domain Contact 

3.2.2.4.13 Email to DNS CAA Contact 



3.2.2.4.14 Email to DNS TXT Contact 

3.2.2.4.15 Phone Contact with Domain Contact 

3.2.2.4.16 Phone Contact with DNS TXT Record Phone Contact 

3.2.2.4.17 Phone Contact with DNS CAA Phone Contact 

3.2.2.4.18 Agreed-Upon Change to Website v2 

3.2.2.4.19 Agreed-Upon Change to Website – ACME 

3.2.2.5 Authentication for an IP Address 

3.2.2.6 Wildcard Domain Validation 

3.2.2.7 Data Source Accuracy 

- 



- 

- 

- 

- 

3.2.2.7.1 Denied Lists and Other Legal Blacklists 

- 

- 

3.2.2.7.2 Parent/Subsidiary/Affiliate Relationship 

3.2.2.7.3 Final Cross-Correlation and Due Diligence 

 



3.2.2.8 CAA Records 

- 

- 

- 

3.2.3 Validation of an individual’s identity 

- 

- 

- 

- 



3.2.3.1 CA Certificate 

3.2.3.2 Legal Person Certificate 

  



3.2.3.2.1 Certificate Manager Registration 



- 

- 

- 

- 

- 

o 

o 

o 

o 

o 

o 

o 

  



3.2.3.3 Natural Person Certificate 

3.2.3.3.1 Subject registration [Individual] 

- 

- 

- 

- 



3.2.3.3.2 Subject registration [Company] [Administrative Authority] 



- 

- 

- 

- 

 



3.2.3.4 Registration of a Certification Agent  

- 

- 



- 

- 

- 

3.2.4 Non-verified information 

3.2.5 Validation of Authority 

3.2.6 Criteria for Interoperation or Certification 



3.3 Identification and Authentication for Re-key Requests 

3.3.1 Identification and Authentication for Routine Re-key 

3.3.1.1 CA Certificate 

3.3.1.2 Legal Person Certificate 

3.3.1.3 Natural Person Certificate 

3.3.2 Identification and Authentication for Re-key After Revocation 

  



3.4 Identification and validation of a revocation request 

3.4.1 CA Certificate 

3.4.2 Legal or Natural Person Certificate 

3.4.2.1 Current request 

- 

- 

- 

- 

- 

- 

- 

- 

https://www.certigna.com/
http://www.certigna.fr/
http://www.certigna.fr/


3.4.2.2 Request from a CNA 

- 

- 

- 

- 

o 

o 

- 

- 

- 



4 CERTIFICATE LIFE-CYCLE OPERATIONAL 

REQUIREMENTS 

4.1 Certificate Application 

4.1.1 Who Can Submit a Certificate Application 

4.1.1.1 CA Certificate 

4.1.1.2 Legal or Natural Person Certificate 

4.1.2 Enrollment Process and Responsibilities 

4.1.2.1 CA Certificate 

4.1.2.2 Legal or Natural Person Certificate 



4.2 Certificate Application Processing 

4.2.1 Performing Identification and Authentication Functions 

4.2.1.1 CA Certificate 

4.2.1.2 Legal or Natural Person Certificate 

- 

- 

- 

- 

- 

- 

- 

- 

- 



4.2.2 Approval or Rejection of Certificate Applications 

- 

- 

- 

https://publicsuffix.org/


4.2.3 Time to Process Certificate Applications 

4.2.3.1 CA Certificate 

4.2.3.2 Legal or Natural Person Certificate 

4.3 Certificate Issuance 

4.3.1 CA Actions during Certificate Issuance  

4.3.1.1 CA Certificate 



4.3.1.2 Legal or Natural Person Certificate 

4.3.2 Notification of Certificate Issuance 

4.3.2.1 CA Certificate 

4.3.2.2 Legal or Natural Person Certificate 

4.4 Certificate Acceptance 

4.4.1 Conduct Constituting Certificate Acceptance 

4.4.1.1 CA Certificate 

4.4.1.2 Legal or Natural Person Certificate 

4.4.2 Publication of the Certificate by the CA 

4.4.2.1 CA Certificate 



4.4.2.2 Legal or Natural Person Certificate 

4.4.3 Notification of Certificate Issuance by the CA to Other Entities  

4.5 Key Pair and Certificate Usage 

4.5.1 Subject Private Key and Certificate Usage 

4.5.2 Relaying Party Public Key and Certificate Usage 

4.6 Certificate Renewal 

https://www.certigna.com/
http://www.certigna.fr/


4.6.1 Circumstance for Certificate Renewal 

4.6.2 Who May Request Renewal 

4.6.3 Processing Certificate Renewal Requests  

4.6.4 Notification of new certificate issuance to subscriber  

4.6.5 Conduct constituting acceptance of a renewal certificate  

4.6.6 Publication of the renewal certificate by the CA  

4.6.7 Notification of certificate issuance by the CA to other entities  

4.7 Certificate Re-key 

4.7.1 Circumstance for Certificate Renewal 

4.7.2 Who may Request Renewal 

4.7.3 Processing certificate re-keying requests  



4.7.4 Notification of new certificate issuance to subscriber  

4.7.5 Conduct constituting acceptance of a re-keyed certificate 

4.7.6 Publication of the re-keyed certificate by the CA  

4.7.7 Notification of certificate issuance by the CA to other entities  

4.8 Certificate modification 

4.8.1 Circumstance for Certificate Modification 

4.8.2 Who May Request Certificate Modification  

4.8.3 Processing Certificate Modification Requests  

4.8.4 Notification of New Certificate Issuance to Subscriber  

4.8.5 Conduct Constituting Acceptance of Modified Certificate  

4.8.6 Publication of the Modified Certificate by the CA  



4.8.7 Notification of Certificate Issuance by the CA to Other Entities  

4.9 Certificate Revocation and Suspension 

4.9.1 Circumstances for Revocation 

4.9.1.1 Reasons for Revoking a CA Certificate  

- 

- 

- 

- 

- 

- 

- 

- 

4.9.1.2 Reasons for Revoking a Legal or Natural Person Certificate 

- 

- 

- 

- 



- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

http://wiki.debian.org/SSLkeys


- 

- 

4.9.2 Who Can Request Revocation 

4.9.2.1 CA Certificate 

4.9.2.2 Legal or Natural Person Certificate 

- 

- 

- 

- 

- 

- 

4.9.3 Procedure for Revocation Request 

4.9.3.1 CA Certificate 



4.9.3.2 Legal or Natural Person Certificate 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

http://www.ssi.gouv.fr/


4.9.4 Revocation Request Grace Period 

4.9.5 Time within which CA Must Process the Revocation Request 

4.9.5.1 CA Certificate 

4.9.5.2 Legal or Natural Person Certificate 

- 

- 

- 

- 

- 



- 

- 

- 

- 

- 

- 

4.9.6 Revocation Checking Requirement for Relying Parties 

4.9.7 ARL/CRL Issuance Frequency 

4.9.8 Maximum Latency for ARLs/CRLs 

4.9.9 On-line Revocation/status Checking Availability 

4.9.10 On-line Revocation Checking Requirements 



4.9.11 Other Forms of Revocation Advertisements Available 

4.9.12 Special Requirements Related to Key Compromise 



4.9.13 Circumstances for Suspension 

4.9.14 Who can Request Suspension 

4.9.15 Procedure for Suspension Request  

4.9.16 Limits on Suspension Period  

4.10 Certificate Status Service 

4.10.1 Operational characteristics 



4.10.2 Service Availability 

- 

- 

- 

- 

- 

- 

4.10.3 Optional Features 

4.11 End of Subscription 

4.12 Key Escrow and Recovery 



4.12.1 Key escrow and recovery policy and practices 

4.12.1.1 Escrow Request 

4.12.1.2 Processing an Escrow Request 

4.12.1.3 Who can request Escrow Request 

4.12.2 Identification and Authentication of a Recovery Request 

  



4.12.2.1 Processing a Recovery Request 

4.12.2.2 Destruction of Key Escrowed 

4.12.2.3 Availability of Escrow and Recovery Functions 



5 MANAGEMENT, OPERATIONAL, AND PHYSICAL 

CONTROLS 

5.1 Physical Security Controls 

5.1.1 Site Location and Construction 

5.1.2 Physical Access 

5.1.3 Power and Air Conditioning 

5.1.4 Water Exposures 



5.1.5 Fire Prevention and Protection 

5.1.6 Media Storage 

5.1.7 Waste Disposal 

5.1.8 Off-site Backup 



5.2 Procedural Controls 

5.2.1 Trusted Roles 

- 

- 

- 

- 

- 

- 

- 

5.2.2 Number of Individuals Required per Task 



5.2.3 Identification and Authentication for Trusted Roles 

5.2.4 Role Requiring Separation of Duties 

- 

- 

- 

5.3 Personnel Security Controls 

5.3.1 Qualifications, Experiences, and Clearance Requirements 

5.3.2 Background Check Procedures 



5.3.3 Training Requirements and Procedures 

5.3.4 Retraining Frequency and Sequence 

5.3.5 Job Rotation Frequency and Sequence 

5.3.6 Sanctions for Unauthorized Actions 

5.3.7 Independent Contractor Controls 



5.3.8 Documentation Supplied to Personnel 

5.4 Audit Logging Procedures 

5.4.1 Types of Events Recorded 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 



- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

5.4.2 Frequency for Processing and Archiving Audit Logs 

5.4.3 Retention Period for Audit Logs 



5.4.4 Protection of Audit Log 

5.4.5 Audit Log Backup Procedures 

5.4.6 Audit Log Accumulation System 

5.4.7 Notification to Event-causing Subject 

5.4.8 Vulnerability Assessment 



5.5 Records Archival 

5.5.1 Types of Records Archived 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

5.5.2 Retention Period for Archive 

5.5.2.1 Certificates Application Files 

 

5.5.2.2 Certificates, CRL / ARL and OCSP responses issued by the CA 

5.5.2.3 Event logs 



5.5.3 Protection of Archive 

5.5.4 Archive Backup Procedures 

5.5.5 Requirements for Timestamping of Records 

5.5.6 Archive Collection System 

5.5.7 Procedures to Obtain and Verify Archive Information 

5.6 Key Changeover 

5.6.1 CA Key 



5.6.2 Keys of the Other Components 

5.7 Compromise and Disaster Recovery 

5.7.1 Incident and Compromise Handling Procedures 

- 

- 

5.7.2 Recovery Procedures if Computing Resources, Software, and/or Data 

Are Corrupted 



5.7.3 Recovery Procedures After Key Compromise 

- 

- 

5.7.4 Business Continuity Capabilities after a Disaster 

5.8 CA or RA Termination 

- 

- 



5.8.1 Transfer of Activity or Cessation of Activity Affecting a Component of the 

PKI 

- 

- 

- 

- 

- 

5.8.2 Cessation of Activity Affecting the CA 

- 

- 

- 

- 

https://www.ssi.gouv.fr/
http://www.ssi.gouv.fr/


6 TECHNICAL SECURITY CONTROLS 

6.1 Key Pair Generation and Installation 

6.1.1 Key Pair Generation 

6.1.1.1 CA Key Pair Generation 

- 

- 

6.1.1.2 RA Key Pair Generation 

6.1.1.3 Legal or Natural Person Key Pair Generation  



- 

- 

6.1.2 Private Key Delivery to Subject 

6.1.3 Public Key Delivery to Certificate Issuer 

6.1.4 CA public Key Delivery to Relying Parties 

https://www.certigna.com/


6.1.5 Algorithm type and key sizes 

6.1.5.1 Root CA Certificate 

- 

- 

6.1.5.2 Subordinate CA Certificate 

- 

- 

6.1.5.3 Legal or Natural Person Certificate 

- 

- 

- 

- 

6.1.6 Public Key Parameters Generation and Quality Checking 

6.1.6.1 CA Key 

6.1.6.2 Legal or Natural Person Key 



6.1.7 Key Usage Purposes 

6.1.7.1 CA Key 

6.1.7.2 Legal or Natural Person Key 

6.2 Private Key Protection and Cryptographic Module Engineering 

Controls 

6.2.1 Security standards and measures for cryptographic modules 

6.2.1.1 Cryptographic Module Standards and Controls 

6.2.1.2 Device to protect Legal or Natural Person private key 

- 

- 

- 

6.2.2 Private Key Multi-Person Control 



6.2.3 Private Key Escrow 

6.2.3.1  CA Key 

6.2.3.2 Legal or Natural Person Key 

6.2.4 Private Key Backup 

6.2.4.1 CA Key 

- 

- 

6.2.4.2 Legal or Natural Person Key 



6.2.5 Private key archival 

6.2.5.1 CA Key 

6.2.5.2 Legal or Natural Person Key 

6.2.6 Private Key Transfer into or from a Cryptographic Module 

6.2.6.1 CA Key 

6.2.6.2 Legal or Natural Person Key 

6.2.7 Private Key Storage on Cryptographic Module 

6.2.7.1 CA Key 

6.2.7.2 Legal or Natural Person Key 

6.2.8 Activating Private Keys 

6.2.8.1 CA Key 



6.2.8.2 Legal or Natural Person Key 

6.2.9 Deactivating Private Keys 

6.2.9.1 CA Key 

6.2.9.2 Legal or Natural Person Key 

6.2.10 Destroying Private Keys 

6.2.10.1 CA Key 

6.2.10.2 Legal or Natural Person Key 

6.2.11 Cryptographic Module Capabilities 

6.2.11.1 CA Key 

6.2.11.2 Legal or Natural Person Key 

6.3 Other Aspects of Key Pair Management 

6.3.1 Public Key Archival 



6.3.2 Certificate Operational Periods and Key Pair Usage Periods 

6.3.2.1 CA Key Pair and Certificate 

6.3.2.2 Legal or Natural Person Key Pair and Certificate 



6.4 Activation Data 

6.4.1 Activation Data Generation and Installation 

6.4.1.1 Generation and Installation of Activation Data Corresponding to the 

Private Key of the CA 

6.4.1.2 Generation and installation of activation data corresponding to the 

private key of the subject 

- 

- 

- 

6.4.2  Activation Data Protection 

6.4.2.1 Protection of Activation Data Corresponding to the CA Private Key 

6.4.2.2 Protection of Activation Data Corresponding to Private Key of Legal or 

Natural Person  



6.4.3 Other Aspects of Activation Data 

6.5 Computer Security Controls 

6.5.1 Specific Computer Security Technical Requirements 

- 

- 

- 

- 

- 

- 

- 

- 

6.5.2 Computer Security Rating 

6.6 Life Cycle Technical Controls 

6.6.1 System Development Controls 



6.6.2 Security Management Controls 

6.6.3 Life Cycle Security Controls 

6.7 Network Security Controls 

6.8 Time-stamping 



7 CERTIFICATE AND CRL PROFILES 

- 

- 

7.1 Trusted Hierarchy  

  



7.2 Profile of Root CA Certificates 

7.2.1 Basic fields 

7.2.2 Extensions 

 

 



7.3 Profile of Root CA certificates 

7.3.1 Basic fields 

7.3.2 Extensions 

 

 



7.4 Profile of Intermediate CA certificates for Legal Person 

  



7.5 Profile of Intermediate CA certificates for Legal Person 

  



7.5.1 Profile of Certificates issued by Certigna Entity CA 

7.5.1.1 Basic Fields 

https://en.wikipedia.org/wiki/Cryptographically_secure_pseudorandom_number_generator


7.5.1.2 Extensions 



7.5.1 Profile of Certificates issued by Certigna Entity Code Signing CA 

7.5.1.1 Basic Fields 

 

https://en.wikipedia.org/wiki/Cryptographically_secure_pseudorandom_number_generator


7.5.1.2 Extensions 



7.5.1  Profile of Certificates issued by FR03 

7.5.1.1 Basic Fields 

https://en.wikipedia.org/wiki/Cryptographically_secure_pseudorandom_number_generator


7.5.1.2  Extensions 



7.5.2 Profile of Certificates issued by Certigna Services CA 

7.5.2.1 Basic Fields 



7.5.2.2 Extensions 



- "

- 

- 

- 

- 

- 

- 

- 

- 

- 

o 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

o 

o 



7.5.2.3 Pre-certificates 

- 

- 

- 

- 

 



7.5.3 Profile of Certificates issued by Certigna Wild CA 

7.5.3.1 Basic Fields 



7.5.3.2 Extensions 



7.5.3.3 Pre-certificates 

- 

- 

- 

- 



7.5.4 Profile of Certificates issued by Certigna Identity CA 

7.5.4.1 Basic Fields 

https://en.wikipedia.org/wiki/Cryptographically_secure_pseudorandom_number_generator


7.5.4.2 Extensions 

  



7.5.5 Profile of Certificates issued by Certigna Identity Plus CA 

7.5.5.1 Champs de base 

https://en.wikipedia.org/wiki/Cryptographically_secure_pseudorandom_number_generator


7.5.5.2 Extensions 



7.6 Profile of OCSP certificates from Legal Person intermediate CA 



7.7 Profile of OCSP certificates from Natural Person intermediate CA 

 



7.8 Profile of CRL from intermediate CAs 

  

 



7.9  Processing certificates extensions by applications 

7.9.1 Criticality 

- 

▪ 

▪ 

• 

• 

- 

▪ 

▪ 

• 

• 

7.9.2 Extension description 



 

  



8 COMPLIANCE AUDIT AND OTHER ASSESSMENT 

8.1 Frequency or Circumstances of Assessment 

8.2 Identity/Qualifications of Assessor 

8.3 Assessor’s Relationship to Assessed Entity 

8.4 Topics Covered by Assessment 

8.5 Actions Taken as a Result of Deficiency 

- 



- 

- 

8.6 Communication of Results 



9 OTHER BUSINESS AND LEGAL MATTERS 

9.1 Fees 

9.1.1 Certificate Issuance or Renewal Fees 

9.1.2 Certificate Access Fees 

9.1.3 Revocation or Status Information Access Fees 

9.1.4  Fees for Other Services 

9.1.5 Refund Policy 

9.2 Financial Responsibility 

9.2.1 Insurance Coverage 

9.2.2 Other Assets 



9.2.3 Insurance or Warranty Coverage for End-Entities 

9.3 Confidentiality of Business Information 

9.3.1 Scope of Confidential Information 

- 

- 

- 

- 

- 

- 

- 

9.3.2 Information not within the Scope of Confidential Information 

9.3.3 Responsibility to Protect Confidential Information 

9.4 Privacy of Personal Information 

9.4.1 Privacy Plan 



9.4.2 Information Treated as Private 

- 

- 

9.4.3 Information not Deemed Private 

9.4.4 Responsibility to Protect Private Information 

9.4.5 Notice and Consent to Use Private Information 

mailto:privacy@certigna.com


9.4.6 Disclosure pursuant to Judicial or Administrative Process 

9.4.7 Other Information Disclosure Circumstances 

9.5 Intellectual Property Rights 

9.6 Representations and Warranties 

- 

- 

- 

- 

- 

- 

- 

9.6.1 CA Representations and Warranties 

- 

- 

- 

- 



- 

- 

- 

- 

-  

- 

- 

9.6.2 RA Representations and Warranties 

9.6.3 CM/Subject Representations and Warranties 

- 

- 

- 

- 

- 



- 

- 

9.6.4 Relying Party Representations and Warranties 

- 

- 

- 

9.6.5 Representations and Warranties of Other Participants 

9.6.6 Termination 

9.7 Disclaimers of Warranties 



9.8 Limitations of Liability 

- 

- 

- 

- 

9.9 Indemnities 



9.9.1 Indemnification by CM or Subject 

9.9.2 Indemnification by Relying Parties 

9.10 Term and Termination 

9.10.1 Term 

9.10.2 Termination 

9.10.3 Effect of termination and Survival 

9.11 Individual Notices and Communications with Participants 

- 



- 

9.12 Amendments 

9.12.1 Procedure for Amendment 

9.12.2 Notification Mechanism and Period 

9.12.3 Circumstances under which OID Must Be Changed 

9.13 Dispute Resolution Provisions 

https://www.certigna./


9.14 Governing Law 

9.15 Compliance with Applicable Law 

9.16 Miscellaneous Provisions 

9.16.1 Entire Agreement 

9.16.2 Assignment 

9.16.3 Severability 

9.16.4 Enforcement 



9.16.5 Force Majeure 

9.17 Other Provisions 



10 APPENDIX 1: SECURITY REQUIREMENTS FOR THE CA’S 

CRYPTOGRAPHIC MODULE 

10.1 Security Objectives Requirements 

- 

- 

- 

- 

- 

- 

- 

10.2 Qualification Requirements 

- 

- 



11 APPENDIX 2: SECURITY REQUIREMENTS FOR THE 

DEVISE USED BY THE SUBJECT 

11.1 Security objectives requirements 
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11.2 Qualification Requirements 

- 
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